The decentralized architecture of the Internet, which has been key to its development and worldwide deployment, is making it challenging to secure Internet user experience. Many organizations claim to be playing a role in improving Internet security. If anything, the space of security-related institutions seems on first inspection to be over-populated, yet poor security persists. This work proposes a framework to understand the role different institutions play in cyber security. The analysis gives insights into the broad institutional ecosystem of public, private and international actors, and the varied nature of these institutions, their interests, incentives, and contributions to cyber security from hardware, software, protocols, standards and regulation. Based on natural language clustering algorithms, this framework classifies institutions along five dimensions: the aspect of cyber security the institution covers, the industry and activity sector of the institution, whether it is part of a specific jurisdiction, specific institution's characteristics such as its working mode or primary focus, and the institution governance type. This work is based on a dataset that was developed including approximately 120 institutions playing a role in cyber security. Using this framework, it is possible to better understand the nature of the large number of organizations currently shaping cyber security, the relationship between them, areas of competing and overlapping institutional interest, and the overall structure of institutional responses to cyber security.
Introduction
Since the inception of the Internet, its architects and researchers have been trying to increase the overall level of security, developing tools such as encryption and authen-tication protocols. The decentralized architecture of the Internet has been key to its development, but its worldwide deployment is making it more challenging to secure the Internet user experience. Although most providers work to secure their products and services, these efforts are fragmented, and systemic vulnerabilities remain to be exploited to harm Internet users when they use online services or connect devices. In fact, there are many organizations that claim to be playing a role in improving Internet security, with different origins, specializations and modes of operation. If anything, the space of security-related institutions seems on first inspection to be over-populated, yet poor security persists.
A framework based on different institutional characteristics is proposed to understand the role different institutions play in cyber security. This analysis gives insights into the broad institutional ecosystem of public, private and international actors, and the varied nature of these institutions, their interests, incentives, and contributions to cyber security, from hardware, software, protocols, standards and regulation. The framework classifies institutions along five dimensions: the aspect of cyber security the institution covers, the industry and activity sector of the institution, whether it is part of a specific jurisdiction, how the institution carries out its work, and the institution governance type.
This work is based on dataset of approximately 120 institutions that play a role with respect to cybersecurity. To create the dataset, institutions listed in cyber security national strategies and cyber security policy literature were considered. Additionally, institutions that were involved in cyber security discussion during the Internet Governance Forum of 2014 were also examined and considered for the dataset, capturing many more private sector institutions that are actively participating in cyber security policy-making and relevant for internet user's security.
Natural language clustering algorithms are used as a semi-supervised learning technique to extract structure from the transcribed discourse describing institutions, their activities and their relationship with cyber security. The aspects of cybersecurity covered by the institutions in the dataset include cybercrime, cyber defense, computer security, network security, security standards and data security. Public sector organizations, international organizations and not-for-profit organizations related to governments are classified as to whether they are associated with the US, the EU, or other parts of the world. Industry sectors include finance, telecommunications, software, hardware and service providers, online services and Internet governance. Specific characteristics of institutions include the working mode of these institutions, such as forum and convening activities, information sharing, and specific committee or working group to address cyber security, and also the primary focus of larger institutions (such as economic development and consumer trust) that are now concerned with cyber security.
Using this framework, it is possible to better understand the nature of the large number of organizations currently shaping cyber security, the relationship between them, the areas of competing and overlapping institutional interest, the areas out of scope of current institutions and the overall structure of institutional responses to cyber security. This work builds on previous studies that focus on particular sets of institutional responses to cyber security such as the computer emergency response teams (CERTs) development [1] , public policy for cyber security [2] and international cooperation and agreements to enhance cyber security [3] .
Moreover, in the few last years, international organizations have published documents where they explain the role of different bodies in national strategies and other efforts for cyber security [4, 5, 6] . The different parts of the institutional landscape these texts lay out are used as a starting point of the institutional analysis.
Methods
The methods to study cyber security institutions had three main steps: (1) building the dataset of institutions shaping internet security, (2) extracting meaningful clusters of institutions from the dataset using semi-supervised learning to build a framework, and (3) analyzing institutions using the framework.
Building the dataset
It was considered that there are two ways in which an institution can shape internet security:
1. the institution significantly influences the security of internet users' experience, such as large software and hardware providers;
2. the institution is actively participating in the cyber security ecosystem, such as many private organizations that publish reports based on their own data or organize workshops to discuss particular issues.
Institutions that comply with one or both of these specifications are included in the dataset. Three different sources contributed institution names to the dataset: existing cyber security policy literature, government and international organizations publications, and institutions mentioned in cyber security discussions from Internet Governance Forum transcripts.
After studying previous works and public sector publications, there was still a major gap in terms of private actors that play relevant roles in cyber security. Indeed, most of the Internet infrastructure, hardware and software that enable users' experience are in the hands of private actors. Therefore, it is key to understand companies and not-for-profit organizations' role and involvement in securing the internet. The challenge is to select these private actors.
Scraping entity names in the transcripts from IGF 2014 discussions in portions of the text where keywords related to security were mentioned provided a list of public and private institutions mostly shaping internet security according to the criteria defined at the beginning of this section. More detail about the algorithm used for entity name extraction can be found here [7] .
For each institution in the dataset, their webpage and available publications were used to capture the language they use to describe their main activities and activities related to cyber security. The following institution information is included in the dataset:
• The type of organization: is it a governmental, international, not-for-profit, for-profit organization?
• The role of the institution: is it a forum, a provider of software, hardware or services, an operator, etc?
• The relationship to cyber security: what is the organization doing relevant to cyber security?
• The date of creation: date of creation of the main organization behind working and research groups and initiatives in cyber security.
Using the three sources described above, 124 institutions were included in the dataset at the time of writing, with the description of the institutions' activities and role in general and specifically for cyber security. The full list of institutions can be found in Appendix A.
Clustering institutions
Semi-supervised clustering was used to explore the data and discover underlying structures and similarities between institutions in the dataset . After trying different algo-rithms such as k-means and Suffix Tree Clustering (STC), the Lingo algorithm was selected as its clusters better represented distinctive characteristics of institutions. After assessing the algorithm clusters, institutions' classification in the clusters was reviewed to evaluate if other institutions of the dataset should be associated with the cluster. Chapter 2 in [7] describes in detail the clustering process.
The final list included 28 clusters highlighting specific characteristics of the institutions that were categorized in five dimensions depending on the cluster description: the cyber security aspects institutions were focusing on, the activity sector of the institutions, the geographical region of the institutions, specific characteristics of the institutions mode of operation, and the governance mode of institutions.
Analysis of clusters and institutions using the framework
The clustering results were analyzed by looking at the institutions in different clusters and also studying the relationships between clusters in different dimensions, exploring how institutions in clusters from one dimension are classified in other dimensions.
Additionally, institutions that were not classified in any cluster in some dimension were studied to understand why there is no specific cluster that represents their characteristic, examining in particular categories that are over or under-represented in the different clusters.
Finally, it was considered how institutions that were not in the dataset could be studied and how they fit in the ecosystem using the framework.
Institutions shaping Cyber Security
Using the procedure described in 2.2 institutions are classified into 28 different clusters corresponding to distinct characteristics of the institutions and their work. The clusters are organized in five dimensions capturing the different topics of the clusters: cyber security aspects, activity sectors, jurisdictions, institutional characteristics and governance types 1 . Figure 1 shows the five dimensions and the clusters in each of them.
The clusters of institutions are based on similarities between institutions' role in general and their approach and work on cyber security, to organize the landscape and bring more insight about the role each institution is playing. Chapter 3 in [cite Thesis ] reviews the institutions in each cluster, giving a sense why institutions are classified there.
Except for the governance type dimension, not all 124 institutions are classified in a cluster in each dimension, and except for governance and jurisdiction dimensions where the clusters are mutually exclusive, institutions may be part of two or more clusters within the same dimension.
Establishment of the institutions in the dataset
Although cyber security is a fairly new domain, government institutions that are shaping cyber security policy were created as early as 1789, and have expanded their scope to cover cyber security. However, most institutions in the dataset are relatively young, with over 50% created in or after 1998. Figure 2 depicts the number of institutions in the dataset in place from 1789 to 2015, by type of governance.
The largest increase in the number of institutions comes from the boom of notfor-profit institutions created after the World Wide Web was born in 1989. The second largest growth happened a few years earlier, with the advent of computer and technology companies. And after the year 2000, we can see that many national and international government organization related to cyber security were created. Indeed, many institutions were created as part of the development of the European Union, and others are the result of the increasing relevance of cyber security for governments around the globe.
The diverse governance of cyber security institutions
Institutions of the cyber security ecosystem in the dataset have very different governance nature: they can be a not-for-profit organizations, for-profit private companies, international organizations or part of a government.
2 Table 1 has a few samples of institutions in the dataset and their governance type. The full institution list and their governance type is available in Appendix A. Figure 3 gives a general overview of the distribution of the different types of governance across institutions in the dataset. Clusters in the governance type dimension are based on an intrinsic characteristic of the institutions. The four governance types are well represented, with private institutions playing a major role in cyber security. Indeed, more than half the institutions found are private, whether for-profit or not-for-profit organizations.
Institution
Within the not-for-profit cluster, institution may play very different roles. For instance, the Internet Engineering Task Force (IETF) is a not-for-profit organization and act almost as government agencies. For example, the European Committee for Electrotechnical Standardization CENELEC is a not-for-profit organization that was designated as a European Standard Organization by the European Commission and works closely with other European standardization bodies to support the development of a single European market, covering cyber security standards.
Distinct cyber security activities
This section focuses on the clusters in the cyber security aspect dimension, which groups clusters that capture the areas of cyber security the institutions in the dataset are focusing on: Computer Emergency Response, Computer Security, Cybercrime, Cyber Defense, Cyber Security Research, Data Protection, Data Security, Network Security and Security Standards. Institutions are associated with the specific topic of the cluster by what the institution is doing related to cyber security. Table 2 shows a sample of institutions in the different clusters and their governance.
Clusters in the cyber security aspect dimension
There are nine clusters in the cyber security aspect dimension and 89 institutions in the dataset are classified into at least one of these clusters. Figure 4 shows the proportional size of each of the clusters in the cyber security dimension. The largest cluster is network security with 27 institutions, followed by cybercrime with 19 and security standards with 13. The smallest clusters are cyber defense, cyber security research and computer security, with four, five and six institutions of the dataset respectively.
The composition of the clusters in this dimension, in terms of types and number of institutions, is varied. For example, the network security cluster is large, with a mix of institutions from the private sector and also government agencies that are working to secure networks. In contrast, the cyber defense cluster is small and uniform, with all institutions coming from the public sector. Similarly, the cyber crime cluster is dominated by the public sector, with many government agencies and treaty organizations of the dataset collaborating and cooperating in fighting cyber crime at national and international levels. Then, the security standard cluster has mainly not-for-profit organizations and a few government agencies that are developing cyber security standards for different products and markets.
The data protection and data security clusters are interesting because although both cluster focus on information security, they have different motivations and objec- tives. The data protection clusters is composed of institutions that view information security from the end user perspective and the minimum level of data protection users should have, whereas institutions in the data security cluster either develop technologies to secure data or have the responsibility of securing data. Therefore, most for-profit institutions are in the data security cluster, as they focus on the technology. However, there is an information security company in the dataset that is in both clusters. Gemalto 4 is one of the first companies to publicly disclose that its products are compliant with the data protection requirements of the new EU General Data Protection Regulation, which was approved by the legislative institutions of the European Union on April 14th, 2016, although the new rules will be applicable in 2018 [8] .
Because of a methodology constraint, there is no for-profit private institution in the computer emergency response. Indeed, although most large companies and organizations relying heavily on IT have a Computer Emergency Response Team (CERT) or Computer Security Incident Response Team (CSIRT), in the dataset were included only the ones playing a larger role and shaping the ecosystem mainly by their role within the CERT/CSIRT community.These institutions turned out to be For the computer security and cyber security research cluster, the methodology to build the dataset captured specific groups of institutions. The computer security cluster is composed of large technology companies that are either manufacturers of computers or processors such as Microsoft, Hewlett Packard and Intel, or security software companies such as Symantec and McAfee (now Intel Security Group -McAfee), and there are no governmental institutions in this cluster. In contrast, only not-for-profit organizations comprise the cyber security research cluster. This is probably not representative of the governmental efforts in cyber security research and computer security. However, other methods should be used to capture this.
Relationship between clusters in the cyber security aspect dimension
Over 50% of institutions in the dataset are specific enough in their relationship and activites with respect to cyber security to focus on only one cyber security aspect. In fact, as Figure 5 shows, 76 of the 124 institutions in the dataset are classified in one cluster in the cyber security dimension, 10 institutions are in two clusters, and only three institutions are in three clusters.
Depending on the governance of institutions, there are different reasons why an institution in the dataset focuses on more than one cyber security ascpect. The pub-lic sector institutions that are in more than one cluster have a mandate that covers the different topics of the cluster they are in. For instance, the Korean Internet and Security Agency is in charge of data security of Korean government networks and critical infrastructure and at the same time it develops the personal data protection framework. Similarly, the US Department of Defense (DoD) is responsible for the security of its networks and the US cyber defense posture. The not-for-profit organizations that are in multiple clusters typically extended their scope probably as a result of their leadership. As an example, the Latin American Top-Level Domain (LacTLD) managers association provides network security training for top-level domain managers in the region and also collaborates with local law enforcement agencies in cybercrime and computer forensic. The CERT Coordination Center (CERT/CC), the first Computer Emergency Response Team that was created, is now also doing cyber security research, collaborating with many US government agencies. Finally, the companies that are in multiple cyber security aspect clusters are mainly security software companies such as Symantec and Intel Security Group -McAfee that cover several topics including computer, network and data security.
To give a visual idea of the cluster relationships in the cyber security aspect dimension, in Figure 6 links between institution and the clusters they are in are represented. Red links emphasize the links of institutions that are in two or more clusters.
Additionally, there are 34 institutions in the dataset that are not classified in any cluster of the cyber security aspect dimension. None of these institutions focus on any of the aspects captured by the clusters. Indeed, the six companies not listed in clusters in this dimension offer products and services whose security has an impact on users' experience but these companies do not focus on any particular aspect of cyber security. For instance, many aspects of security represented by the clusters are relevant for Google, Facebook and Paypal services and therefore they do not concentrate on only a few of those topics. Similarly, the international institutions not listed in this cluster address cyber security as one topic of their internet policy and regulation activity. And most of the government institutions not classified have a high-level responsibility related to the internet ecosystem and address cyber security in general. For example, the US Department of State coordinates the global diplomatic engagement on cyber issues of the US, the Colombian Communications Regulation Commission is in charge of all matter related to communications, including the internet in its country, and the Organization for Economic Co-operation and Development (OECD) studies and supports its member countries' policy making in all aspects of cyber security. However, there are government institutions and not-forprofit organizations that address other topics related to cyber security aspects that do not constitute a cluster in the framework because only one or two institutions in the dataset at the time of writing focused on those topics. For instance, the US National Security Agency is in charge of US national security in cyberspace, covering most if not all cyber security aspects. And the not-for-profit National Cyber Security Alliance and ConnectSafely.org work to increase consumer awareness of cyber security threats and foster preventive practices in many cyber security areas.
Governance types in cyber security aspect clusters
Studying in more detail the governance of institutions in the different cyber security aspects sheds light on how different priorities are according to institution governance types. Figure 7 shows the number of institutions of each type in the cyber security aspect cluster. The graphs reveal that private sector institutions (for-profit and notfor-profit) generally focus on narrowed aspects of cyber security in comparison to the public sector (including government agencies and international organizations), as there are very few private sector institutions that cannot be classified into these clusters ('Not specified' category in figure 7 (a) and (b)).
Moreover, for-profit institutions concentrate mainly on a few areas of cyber security: network, computer, and data security. Network security is the largest cluster among private sector institutions but there are only a few government institutions in the cluster and no treaty organizations. This is in line with the fact that most of the Internet infrastructure is in the hands of private institutions. Government institutions are also well distributed across all clusters of the cyber security aspect dimension (Figure 7 (c) ). They are in all clusters except computer security and cyber security research. However, the fact that government institutions do not directly cover those areas does not mean that governments are not working on those areas, as governments fund research of other institutions.
Finally, treaty organizations concentrate in the cybercrime cluster mostly, and in a lesser extent in the data protection cluster.
The many activity sectors of institutions in cyber security aspect clusters
Analyzing the activity sector of institutions in the cyber security clusters reveals that most institutions in cyber security clusters do not have a specific activity sector. In Figure 7 : Distribution of (a) for profit, (b) not-for-profit, (c) government, and (d) treaty institutions in cyber security aspect clusters.
fact, only 27 of the 90 institutions in this dimension are also in a cluster in the activity sector dimension. Furthermore, no institution from the dataset in the cyber defense and cyber security research is in an activity cluster, and similarly, most institutions in the computer emergency response, cybercrime and data protection clusters do not have a specific activity sector. Although specific areas of cyber security, these topics are not specific to particular industries and activities at the national and international levels and therefore institutions concentrating on them do not necessarily come from a particular activity sector.
In contrast, there are many institutions in the computer, data and network security clusters that are also in the software, hardware and service provider cluster. These are the large hardware, software and information security companies, such as Microsoft and Symantec, that are leading the effort to secure their products and offer security solutions to users.
Moreover, institutions in the network security cluster come from many different activity sectors. Institutions in the Internet governance, internet policy, software hardware and services provider and telecommunications clusters are working on network security. Indeed, institutions from all these different sectors make the Internet work and have a significant impact on the overall security of the network.
Jurisdiction of institutions in cyber security aspect clusters
Almost half of the institutions in the cyber security clusters have a defined jurisdiction or geographic zone for their work. Computer security is the only cluster where there is no institution in the dataset that is also in a jurisdiction cluster. Naturally, tech companies in the computer security cluster are not attached to a particular jurisdiction and their products are available globally.
In agreement with the findings in section 5.3, most institutions in the cybercrime cluster have a specific jurisdiction as they are mostly government or international institutions, with the US and Europe having many different institutions participating in the cybercrime efforts.
In addition, 10 of the 26 institutions from the dataset working on network security have a defined jurisdiction. Indeed, these institutions are either the ones in charge of network security for their government, such as the European Union Network and Information Security Agency, or are regional not-for-profit organizations related to Internet resources, namely domain names and addresses, such as Asia-Pacific Network Information Centre, which distributes Internet Protocol (IP) addresses in the Asia-Pacific region.
Finally, in the security standards cluster, four of the 13 institutions from the dataset classified in this cluster are from Europe. These four institutions collaborate in the development of standards for the European Union single market in accordance with the EU cyber strategy.
Other institutional characteristics of institutions
In most of cyber security aspect clusters, there is one or more forum institutions, only the computer security, cyber defense and cyber security research clusters do not have one. These forums are either not-for-profit institutions that have emerged from a need between different actors to share experience and best practices, enhance trust and collaboration, such as the Forum for Incident Response and Security Teams (FIRST), or they are treaty organizations, such as the Organization of American States, that have used their institutional background to set common ground rules between member states in topics including cybercrime and critical infrastructure protection.
In addition, there are four forums in the security standard cluster. Three of these forums concentrate on information standards for interoperability and convergence, although with somewhat different interests: the Open Group focuses on technology integration, the Open Data Center Alliance focuses on interoperable solutions for cloud computing, and the Organization for the Advancement of Structured Information Standards focuses on open standards.
In computer emergency response, most institutions have a mission in information sharing as a significant part of their objective is to consolidate and distribute information about incidents and responses with the different organizational units of the institution they are housed in. Nonetheless, there are information sharing institutions in other clusters such as the coalition for a global response to cybercrime Anti-Phishing Working Group, which fosters information sharing between industry, government, law enforcement agencies and non-governmental organizations.
In the cybercrime and security standard clusters, there are institutions that have an economic focus as their main objective is closely related to economic development. As cybercrime and security standard relevance for economic development increased, these institutions started working on these cyber security aspects. Similarly, other institutions in these clusters have a more general objective and create a working group to focus on these aspects, such as the International Organization for Standardization (ISO), which has created many working groups for different cyber security standards such as the information security suite ISO/IEC 27000.
Missing institutions
The dataset of institutions built is of course still missing institutions working on cyber security and shaping cyber security policy. The methodology used to find institutions makes some institutions more visible than others. Many institutions come from IGF discussions, where attendees and topics are influenced by global issues affecting the Internet ecosystem in general. As such, if the same procedure was applied to capture the institutions in cyber security discussions in such a conference now, probably Apple would be part of the list, because of all the exposure related to the encryption contention with the Federal Bureau of Investigation (FBI) in the US 5 . Furthermore, Apple would perfectly fit in the framework: it would be in the data security and software, hardware and services provider clusters.
Additionally, there are institutions working on some cyber security aspects that are unlikely to be noticed with the method used to buid the dataset, and other ways of collecting data would be more suitable. For instance, studying research funds from different government agencies would allow to reveal the topics of interest of cyber security research for governments. Similarly, government contractors may be supporting agencies in topics such as computer security where no government involvement was found in the institution in the dataset.
Cyber security aspects in the next few years
Studying what institutions classified into the cyber security aspect dimension are doing sheds light on incipient topics in cyber security. For instance, now that more and more services are based on cloud computing platforms, companies are starting to develop products to secure cloud computing, building on data, network and computer security capabilities. Amazon and Armor are two companies in the dataset offering such products.
Similarly, there are companies, such as Gemalto, working on securing data transfer and processing between different types of hardware. In fact, an increasing number of organizations offer services for securing connections and identity management between different devices such as smartphone, tablets, notebooks, industrial automation systems, wearable devices and other internet of things gadgets. In the next years, the integral management of data security between multiple devices will probably become key to secure software and online services.
For the activity sector, jurisdiction and institutional characteristics dimensions, only the new or incremental insights are going to studied and and analyzed in the next sections.
The many activity sectors in the dataset
This section studies the clusters in the activity sector dimension. This dimension groups clusters that distinguish institutions in the dataset by the main sector in which their activity takes place: Intelligence, Internet Governance, Internet Policy, Financial Sector, Online Service, Software Hardware and Service Provider and Telecommunications. There are 47 institutions in the dataset that are classified in at least one of the activity cluster. Table 3 shows a sample of institutions in the seven different clusters of this dimension and their governance.
Clusters in the Activity sector dimension
There are seven clusters in the activity sector dimension and 52 institutions from the dataset are classified in them. Figure 8 depicts the proportional size of each cluster in this dimension. The largest cluster is the software, hardware and service providers with 18 institutions, followed by Internet policy with 14 and telecommunications with nine. The smallest clusters are the intelligence and financial sectors with three and four institutions respectively.
Most of the clusters in this dimension are dominated by one type of institution with the exception of the telecommunication cluster where there is a mix of institutions. This is mainly because telecommunications is a highly regulated sector with international agreements being the instrument that allowed telecommunication cable connections globally. Therefore, there are for-profit and not-for-profit private actors, government agencies and international organizations in the telecom cluster. In contrast, the software, hardware and services provider and the online services are composed of private sector institutions only and mostly for-profit organizations. The Internet governance and Internet policy clusters are dominated by not-for-profit institutions, the big contributors to the Internet development. The intelligence sector is composed by government institutions only, the security agencies. The few institutions in the financial cluster are of many different types. However, there is not enough data to make conclusions.
There are 11 institutions that are classified in two activity sector clusters and most of them link sectors where the boundaries are blurry. Figure 9 Table 3 : Sample of institutions in clusters of the activity sector dimension.
the Internet policy clusters shares many institutions with the Internet governance and telecommunications clusters. Additionally, the online services and software, hardware and services providers clusters have many institutions in common.
There are 73 institutions in the dataset that are not classified in any cluster of the activity sector dimension. These institutions are mainly government agencies, international organizations and not-for profits that are not sector specific but that participate of the cyber security ecosystem. For instance, the National Institute of Standards and Technology in the US, the World Trade Organization and the AntiPhishing Working Group do not have a specific sector they work for but have working groups focusing on cyber security. 
Cross-cutting other dimensions by activity sectors
There are 27 institutions in the activity sector dimension that are also in the cyber security aspect clusters. In fact, most companies in the software, hardware and service provider cluster are also part of the computer, data or network security clusters from the cyber security aspect dimension. Some institutions from the Internet policy, Internet governance and telecommunication clusters are also part of the network security cluster. The other 24 institution in this dimension do not have a specific focus in cyber security, their approach is as a whole from their activity sector point of view, such as the National Institute of Standards and Technology that covers many different areas.
There are few institutions in the activity sector dimension that are also part of a jurisdiction cluster. The US is the most represented jurisdiction with institutions in the financial sector, intelligence, Internet policy and telecommunication sector. Moreover, in the telecommunication sector there are institutions from the US, European Union, Asia-Pacific and Asia.
Finally, many companies in the activity sectors are also part of the consumer oriented cluster. These companies focus primarily on cyber security to protect users 
Missing institutions and future activity sector clusters
Most institutions in the dataset with a specific activity sector have an activity linked to the development of the Internet ecosystem: telecommunications, hardware and software providers, online services, Internet policy and governance. The only two sectors that are not a core part of the ecosystem are the financial and intelligence sectors. However, these sectors have been leveraging the development of the Internet infrastructure for their own activities for many years now and have influenced the ecosystem.
There are many more activity sectors where organizations are increasingly leveraging the Internet to provide new products and services. These institutions are not (fully) integrated in the ecosystem. More targeted publications and conferences would need to be surveyed to find the institutions in areas such as automated vehicles, education, e-governance, medical devices and connected devices in general. In the next few years, we can expect many of those activity sectors to become more connected to the rest of the institutions as their products get more integrated with the ecosystem.
Jurisdictions in the dataset
The jurisdiction dimension groups clusters that capture a specific geographical zone linked to institutions. The two main clusters of the jurisdiction dimension are the United States (US)and the European Union (EU). Indeed, the US and the EU are among the first governments to include cyber security in their national strategy and to begin organizing the various agency efforts inside their respective governments. The third cluster of the jurisdiction category, Other Regions, can in fact be divided into at least three smaller clusters: Latin America, Asia-Pacific and Africa. However, even summing up the institutions in these three regions, there are fewer institutions from those areas than the US or EU. These institutions were therefore combined into a single cluster called Other Regions. 
Clusters in the jurisdiction dimension
There are three clusters in the jurisdiction dimension: the US, Europe and other regions. The US and EU clusters have almost double as many institutions as the other region cluster combining Asia-Pacific, Africa and Latin America. Figure 10 shows the proportional size of each cluster with the institution counts.
Although the US and the Europe clusters have almost the same number of institutions, their composition is quite different. For instance, the US cluster is mostly composed of government agencies. There is only one institution that is not part of the government, a not-for-profit institution that collaborates closely with the government. In contrast, in the European cluster, there are treaty organizations at the EU and Europe level, governmental organizations part of the EU governance system, and not-for-profit institutions that not only collaborate with the government, but have been mandated by the EU governance system to develop standards. 
Relationship with other dimensions
The US and Europe clusters both have institutions that span across almost all the cyber security aspects. The US has a noticeable concentration of institutions sharing cybercrime effort. Most European institutions are in the cybercrime, security standards and network security clusters. Furthermore, US institutions are more specific in terms of activity sector than European institutions. Indeed, only two European institutions are classified in the activity sector dimension, whereas there are five US institutions in four activity sector clusters.
The institutions from other regions are different from the ones in the US and Europe. To start, most of them are treaty-based organizations that group a few countries together, or not-for-profit institutions linked to Internet registries regions. Additionally, most institutions are in the cybercrime and network security cluster. The Regional Internet Registries and top-level manager association of Asia-Pacific, Africa and Latin America, part of the Internet governance cluster, play relevant roles of training and capacity building in those regions.
Missing institutions and future activity sector clusters
Although in the dataset we included institutions scraped from the IGF 2014 meeting that took place in Istanbul, most institutions in the dataset are western institutions. There are a few from India and other parts of the world. However, there might be many more institutions from other parts of the world that should be included in the dataset. Starting from the few institutions found from other regions, the work could be expanded by studying what else is being done in other places and which institutions are relevant. One challenge though is that without knowledge from the Internet ecosystem in the different parts of the world -how the Internet is used, integrated (or not) in every day life and the infrastructure supporting it is run-, it is difficult to evaluate if what institutions are doing there is really shaping Internet security in that region at least.
Nonetheless, institutions from other countries will probably increase their participation in relevant global meetings and conferences covering cyber security and the regions will become better known.
Other recurrent institution characteristics in the dataset
The last dimension to study is the institutional characteristics dimension. This dimension is different from the other ones and gives information about how and why institutions are working on cyber security. It has five clusters that can be distinguished in two groups: the forum, information sharing and working groups clusters that correspond to modes of operation of institutions, and the consumer oriented and economic focus clusters, which are drivers that got institutions into cyber security. Table 5 shows a sample of institutions in the different clusters of this dimension and their governance.
For many institutions in the cyber security ecosystem, Information sharing of vulnerabilities, security incidents and related statistics is a key mode of operation. Other institutions are Forums that bring members together to discuss and decide on best practices, solutions and policies. And for many institutions, cyber security is a secondary objective and they have a specific Working group, item or unit working in the cyber security areas that are relevant for the main objective of the institution. For example, the World Trade Organization's objective is to set the rules of trade between countries, and it has two working groups that are involved in cyber security as it is relevant for part of the trade rules and agreements between countries: international Table 5 : Sample of institutions in clusters of the institution characteristic dimension.
trade and Internet privacy, and international trade and national security. Similarly, some institutions are Consumer oriented and for them the consumer is central to their organization. Finally, other institutions have an Economic focus and economic growth and prosperity is central to their main objective. Figure 11 shows the count of institutions in each cluster of this dimension.
The forum institutions are either treaty organizations, where representatives from different governments discuss and agree upon common terms for dealing with cyber security issues, or not-for-profit institutions that provide a space of discussion, debate and agreement between different actors in many topics of cyber security. Information sharing institutions are similar to forum institutions but are more focused on the exchange of information about incidents, statistics and experience than in the discussion and setting of common standards or understanding frameworks (especially for cyber crime). There are not-for-profit, government and treaty based organizations in this cluster. Institutions in the working group cluster are institutions whose core activities are not directly related to cyber security and the organization decided to cover cyber security through the work of a somewhat independent working group. The institutions in this cluster are mainly not-for-profit and international organizations with a high level objective for which it became relevant to work on cyber security. For instance, the World Trade Organization has a working group on international trade and Internet privacy.
Consumer oriented institutions are either government agencies in charge of consumer protection, such as the Federal Trade Commission in the US, or companies whose focus on cyber security comes from protecting the user from potential harm that could happen when using their product or service, such as Facebook. Economic focus institutions are mainly treaty organizations put in place to foster economic growth within a region or group of countries. These institutions became interested in cyber security because of its increasing relevance in economic security.
There are clusters that have many forums or information sharing institutions. In the next years, to prevent competing with similar institutions, these institutions could collaborate and leverage the members of all institutions together.
Conlcusions
Starting from government and international organization documents, and using automated tools to extract institution names from conference discussions in cyber security, a dataset of 124 institutions was built. The institutions in the dataset are shaping internet security by their ability to influence policy and regulation of cyber security or directly the security of internet users. The dataset is composed of very different institutions in terms of governance, activity, mode of operation, relation to cyber security and scope.
To gain insights about the landscape of institutions in the dataset, a framework of 28 aspects organized in five dimensions is proposed (Figure 1) . It separated the different types of characteristics in cyber security aspects, activity sectors, jurisdictions, institutional characteristics, and governance types.
Since the time the initial analysis was done and the dataset built, more institutions have emerged that could be added to the dataset and classified in the clusters of the framework. Additionally, more institutions will emerge in the future that will probably add new aspects to some dimensions of the framework. However, it is unlikely that categories would be erased in the medium term.
The framework of cluster is a useful tool to untangle the rich and diverse underlying structure of institutions shaping cyber security, contributing to understanding the different perspective and incentives of institutions with respect to cyber security. Studying the institutions in the different clusters in each dimension and cross cutting with the other dimensions revealed the trends and roles institutions have in the ecosystem.
The landscape of cyber security institutions
The landscape of institution shaping cyber security is a rich ecosystem with institutions of varied nature. The institutions we included in the dataset focus mainly on nine areas of cyber security: network security, cybercrime, security standards, data security, data protection, computer emergency response, computer security, cyber security research and cyber defense, in descending number of institutions involved in each aspect. There are other aspects of cyber security that appeared in nascent form, such as cloud computing security and multi-platform security, that will probably become relevant in the next years.
Additionally, the institutions found come from mainly seven activity areas: hardware, software and service providers, Internet policy, telecommunications, online services, Internet governance, financial sector and intelligence; from the most to the least common in institutions. The distinction between these activity sectors is sometimes weak and will probably continue to merge as more sectors converge. New topics such as the Internet of Things and automated vehicles will probably make it onto the list very soon.
For-profit and not-for-profit private institutions, government institutions and international treaty organization are all well-represented in the ecosystem. The private sector accounts for over 50% of institutions, with not-for-profit organizations being the largest share.
In terms of geographical scope, the two main areas of institutions shaping cyber security are the US and Europe, although a few institutions come from Asia-Pacific, Africa and Latin America. Probably many more institutions from these other regions are going to be part of the ecosystem in the near future.
Three usual modes of operation in the institutions included in the dataset are identified. Many institutions are forums, where members discuss views and experiences to come up with consensus of best practices. Another large share of institutions are a point of information sharing between members, exchanging incidents reports, statistics, experiences and best practice informations. For many institutions, cyber security is not a core area of expertise and they develop their work in cyber security in a somewhat independent working group of experts. Similarly, in institutions whose primary objective is not directly related to security, we identify two main reasons for getting involved in cyber security. Institutions that are consumer oriented with products that rely significantly on the Internet infrastructure, or that are concerned about possible harm to users, start caring about cyber security to preserve consumer trust and limit their harm. Likewise, organizations concerned by economic development have begun to realize the relevance of Internet infrastructure security in economic security and thus have started initiatives in cyber security.
In each of these dimensions of study, the aspects of cyber security covered, activity sector, governance, geographical scope and other institutional characteristics, groups of institutions can be very different between them, one more geared toward one topic, or one activity sector than another, with more or less private or public institutions, with institutions from one part of the world instead of another. No two clusters of institutions are really similar, and the distribution of institutions in definitely not uniform in any dimension, with usually no institution having an established leadership position in cyber security topics. This systemic study allowed us to better understand the different perspectives, incentives and roles of institutions in the large and rich ecosystem that constitutes the institutional landscape of cyber security.
Future work
Using this work as foundation, there are three main directions for future work: expanding the dataset, using the framework to study a specific topic in cyber security, and studying the emerging topics that are not visible in the framework. The dataset could be expanded by using other sources of information. For instance, papers presented in cyber security conference could be scraped to find sources of funding.
Indeed, in the current dataset very few institutions are invested in cyber security research. However, it is an activity usually outsourced through contracts and grants to research institutions. It would be interesting to map were funds in cyber security research are being allocated.
Furthermore, picking specific topics in cyber security, a more detailed studied of institutions involved could be done to better understand how institutions in different clusters interact with each other. For example, if we would be interested in understanding which institutions would participate in improving home routers' security, we could take a look at institutions in the network security, data protection, hardware providers, telecommunications and consumer oriented clusters as these aspects are directly related to home router security. There are 14 institutions in the dataset that are in two or more of those clusters that could be a starting point to investigate the issue. Taking another approach, we could take all institutions in the cluster whose scope appears to cover home router security and study the common aspect of these institutions. In the dataset, 20 institutions have a scope that covers home router security. As expected, many institutions are in the clusters mentioned above. It is interesting to note that there is one forum institution, the Messaging, Malware, Mobile Anti-Abuse Working Group (M3AAWG), that appears to do related work in its effort agains botnets, malware, spam, and other online exploitations. It could be a good lead to gain multistakeholder involvement in the issue.
Finally, there are cyber security aspects that are not in the framework because just one or two institutions in the dataset, such as cloud computing and securing identity management across multiple platforms. Probably more institutions are working on those topics. It would be interesting to find out who they are and how they would fit in the current landscape.
A List of Institutions in the Dataset
The final list of institutions included in the dataset studied for this work is in table 6 as well as the clusters each institution is in. 
